Veeam Full Restore

Monday, October 29, 2018 9:12 AM

This document is showing a full restore of Veeam if it needs to be rebuilt (assuming no hardware loss, no loss of database, and database being online/accessible)
Step 1. Deploy new Windows server (VM or physical does not matter)

Step 2. Once Windows server is online, copy Veeam installer to local storage (could also mount ISO if server is a VM)

Step 4. Log onto Veeam server as local administrator.

Step 5. Start Veeam installer (install button on left of menu in screenshot):
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Step 6. Accept EULA:
Veeam Backup & Replication Setup - X

License Agreement

Please read the following license agreement carefully.

Veeam Software ("Veeam") A
End User Software License Agreement ("EULA")

IMPORTANT - READ CAREFULLY

This EULA is a legally binding agreement between licensee end user (‘End User’) and

Veeam setting forth the terms and conditions governing the use and operation of Veeam's
proprietary computer software products (the “Software™) and the written technical

specifications for the use and operation of the Software (the “Documentation™). Where the
sense and context permit, references in this EULA to the Software include the

Documentation. By downloading and installing, copying or otherwise using the Software,
and/or otherwise accepting this EULA, End User agrees to be bound by the terms and v

(O 1 accept the terms in the license agreement
(® I do not accept the terms in the license agreement

<Back || Net> || Cancel

Step 7: Skip license file entry (this can be performed after install, or will get loaded via Enterprise Manager)

Veeam Backup & Replication Setup - X

Provide License




Veeam Backup & Replication Setup - X

Provide License

Provide license file for Veeam Backup & Replication.

License file for Veeam Backup & Replication:

If you don't have a license file, just click Next {the software will operate in Free Edition mode).

| <Back [ Net> | cancel

Step 8: Select all program features for install (all are selected by default):

Veeam Backup & Replication Setup - X

Program features

Select the program features you want to be installed.

- =3 ~ | Veeam Backup & Replication Component description
- =3 v | Veeam Backup Catalog Veeam Backup &
i =) v | Veeam Backup & Replication Console Replication is

product for fast recovery
of your VMware vSphere
and Microsoft Hyper-V
environments.

Installto: | C:\Program Files\Veeam\Backup and Replication

oo |[hes ] [ Gomedl |

Step 9: System pre-requisite check will fail, so press "Install" (highlighted by red rectangle) to deploy the missing features:



Veeam Backup & Replication Setup

System Configuration Check

Please wait while setup is checking your system for potential installation problems.

Requirement Status

Microsoft System CLR Types for SQL Server 2014 € Failed

Microsoft SQL Server 2014 Management Objects Q Failed
) Passed

Microsoft PowerShell v2.0

Your computer does not meet minimum requirements. [ﬁ'

Click the "Install" button to deploy missing features.

<Back || Met: | [ Cancel |

Step 10: Press "Re-run" and ensure that all pre-requisite checks pass:

Veeam Backup & Replication Setup

System Configuration Check

Please wait while setup is checking your system for potential installation problems.

Requirement Status

Microsoft System CLR Types for SQL Server 2014 o Passed
Microsoft SQL Server 2014 Management Objects & Passed
Microsoft PowerShell v2.0 Q Passed

<Back || Net> || Cancel |

Step 11: Select "Let me specify different settings" to modify the database to a remote location:



Veeam Backup & Replication Setup - X

Default Configuration

Click Install to deploy Veeam Backup & Replication with the default configuration settings, or select
the check box below to customize them on the following wizard steps.

Configuration settings:

Installation folder: C:\Program Files\Veeam\Backup and Replication\ A
vPower cache folder: C:\ProgramData\Veeam"Backup \NfsDatastore'\

Guest catalog folder: C:\VBRCatalog

Catalog service port: 9393

Service account: LOCAL SYSTEM

Service port: 9392

Secure connections port: 5401

SQL Server: - ~ \VEEAMSQL2012

<Back [ nstal || Cancel

Step 12: Enter the correct remote SQL server, instance and database names:

Veeam Backup & Replication Setup = X

SQL Server Instance

Choose SQL Server instance to create Veeam Backup & Replication databases on.

O Install new instance of SQL Server ocalhost\VEEAMSQL2012)
(® Use existing instance of SQL Server (HOSTNAME\INSTANCE)
Veeam Backup & Replication database: lVeeamBackupI I
Connect to SQL Server using
® Windows authentication credentials of service account
(O SQL Server authentication using the Login ID and password below:
Login ID: |sa

Password:

cBsck [ Net> ]| Cancel |

Step 13: Ensure that the installer now shows the correct database details:



Veeam Backup & Replication Setup - X

Default Configuration

Click Install to deploy Veeam Backup & Replication with the default configuration settings, or select
the check box below to customize them on the following wizard steps.

Configuration settings:

Installation folder: C:\Program Files\Veeam"\Backup and Replication" A
vPower cache folder: C:\ProgramData\Veeam"\Backup \NfsDatastore'\

Guest catalog folder: C:\VBRCatalog

Catalog service port: 9393

Service account: LOCAL SYSTEM

Service port: 9392

Secure connections port: 5401

SQL Server: 1 \VeeamBackup | v

[ Let me specify different settings

Step 14: Leave ports at the default configuration and press "Next::

Veeam Backup & Replication Setup = X

Port Configuration

Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port: 9393
Veeam Backup service port:
Secure connections port:

<Back [ Net> || Cancel

Step 15: Leave data locations at the default settings and press "Next":




Veeam Backup & Replication Setup = X

Data Locations

Specify where guest file system catalog (persistent data), and vPower NFS write cache
(non-persistent data) should be stored.

vPower NFS
\ Write cache folder:
- C:\ProgramData\Veeam\Backup \NfsDatastore,

Dedicated volume is recommended. The write cache temporarily stores data written to virtual disks of
VMs running from backup file. Make sure the selected volume has sufficent free disk space, otherwise
instantly recovered VMs will stop due to being unable to perform a disk write.

Guest file system catalog

\ Catalog folder:
* C:\VBRCatalog Browse...

<Back |[ Net> | Cancel |

Step 16: Select "Check for updates once the product is installed and periodically" and click "Install":

Veeam Backup & Replication Setup = X

Ready to Install

The wizard is ready to begin the installation.

Veeam Backup & Replication will be installed with the following configuration:
Installation folder: C:\Program Files\Veeam'\Backup and Replication'.
vPower cache folder: C:\ProgramData\Veeam"Backup\NfsDatastore".
Guest catalog folder: C:\VBRCatalog

Catalog service port: 9353

Service account: AD\

Service port: 9392

Secure connections port: 3401

SQL Server: \VeeamBackup ~

I Check for updates once the product is installed and periodically I

. <Back |[ nstal || Cancel

Step 17: Waiting for installation to complete:



Veeam Backup & Replication Setup = X

Installing Veeam Backup & Replication...

This step displays the progress of the installation.

Installing Veeam Backup & Replication Update 3a...

| <Back || Net> || Cancel |

Step 18: Once installation is completed, click "Finish":

Veeam Backup & Replication Setup - X

Completing Veeam Backup &
A EI Replication 9.5 Setup Wizard

=i

AVAILABILITY Q Installation succeeded.

for the Always-On Enterprise

Setup has finished installing Veeam Backup & Replication on your
computer.

Click Finish to exit the wizard.

<Back || Net> || Fnish |

Step 19: Accept the restart of the server now that the installation is complete:



Veeam Backup & Replication Setup — X

Completing Veeam Backup &
Replication 9.5 Setup Wizard

You must restart your system for the configuration changes made to
Veeam Backup & Replication to take effect. Click Yes to restart now or
No if you plan to restart later.

[ vs | N |

coackc Nets [ e ]

Step 20: After reboot, log back into Windows server with service account. Launch the Veeam Backup & Recovery console:

Replication
Console

Step 21: Select defaults to log into local Veeam instance with service account credentials:

V @
iy B%eglr(nup & Replication™ 9.5

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

ADV _ v

Password

v | Use Windows session authentication

Save shortcut Connect Close

Step 22: From the menu in the top-left of the screen, select "Configuration Backup":



m Upgrade

? Manage Credentials

]
‘ii‘ Manage Passwords
@ Manage Azure Accounts

General Options

A
™ Users and Roles

/% Configuration Backup
(o]

Console »
Color Theme »
View »
N
License
Help »
X o

Step 23: Select "Restore" from the Configuration Settings Backup window:



Configuration Backup Settings X

Backup
Enable configuration backup to the following repository:
Backup repository:

’ Default Backup Repository (Created by Veeam Backup) v ‘
£ 51.4GBfree of 79.5 GB

Restore points to keep: |10 E

Perform backup on: Daily at 10:00 AM Schedule... |
Last successful backup: 10/30/2018 10:00 AM Backup now

[] Encrypt configuration backup
Password:

Manage passwords

1 Saved credentials and backup server certificate will not be
included in the configuration backup until encryption is enabled

Restore

Restore the configuration backup to this server: Restol

oK || cancel || Appi

Step 24: Select the "Restore" option in the configuration restore wizard, then select "Next":

g‘] Veeam Backup and Replication Configuration Restore

Restore Mode
* Specify your configuration restore scenario.

R © 5o

Use this mode if you have unexpectedly lost your backup server, and are trying to restore it. Once
Configuration Backup the configuration restore has been completed, the wizard will initiate the process of searching for
any new restore points that might have been created after the last configuration backup.
Backup Contents

Target Database O Migrate
. Use this mode if you are performing planned migration of your backup server to a new computer.
Restore Options To ensure there is no data loss, make sure you are using the configuration backup made after all
jobs have been stopped and disabled.
Restore
Summary

< Previous Next > Finish Cancel

Step 25: Click browse and enter the original configuration file path to import the last copy backed up, then press "Analyze":



g‘] Veeam Backup and Replication Configuration Restore X
Configuration Backup
ﬁ Select the configuration backup file you would like to use.
=]
Restore Mode Backup repository:
lThis server v |
_ Backup file:

Backup Contents I

“ Browse... |

Target Database
Restore Options
Restore

Summary

Configuration backup file located in remote backup repositories will be copied locally
into a temporary folder. This may take some time.

< Previous || Analyze > ‘ Finish

Step 26: Verify backup contents displayed and press "Next":

sl

‘E_% Veeam Backup and Replication Configuration Restore X
Backup Contents
@ Review the contents of the corresponding backup file. If necessary, go back in the wizard to pick another one.
=]
Restore Mode Parameter Value A
Configuration Backup Backup file
Path - - -
| Bsckup Contents | | sie 2126M8
Creation time 10/30/2018 10:00:21 AM
Fasmmond Creation duration 0:02:21.898
Target Database Compressed data 242.6 MB
Uncompressed data 2.5GB
Restore Options Compression ratio 10.70x
Encrypted backup Yes
Restore
Password loss protection  Supported
Summary Downloaded backup file
Path C:\Users\ \AppData\Local\Temp\tmp2118.tmp
Product
Product name Veeam Backup and Replication 9.5 Update 3a
Product version 9.5.0.1922
Database version 4087
v

< Previous H Next > I Finish

Step 27: Enter encryption password for configuration backup, then press "Validate":




g‘] Veeam Backup and Replication Configuration Restore X
Password

m Specify configuration backup's password.
==l

Restore Mode Password: [TTTITIITIIT

Configuration Backup Titled "(config backup encryption)" within PMP under VEEAM Backup & Recovery

resource

Backup Contents

Target Database

Restore Options

Restore

Summary

< Previous ‘ I Validate > I Finish

Step 28: Ensure that the correct database name and server name are entered and press "Refresh". After the database checks complete, accept the warning that the database is in use by pressing "Yes". Select "Connect"
to continue. Accept warning that current database contents will be lost.

g‘] Veeam Backup and Replication Configuration Restore

Target Database
Specify the Veeam Backup & Replication database to restore configuration to.

Restore Mode Connection

Database name: |VeeamBackup|
Configuration Backup

Server name: | v Refresh
Backup Contents .

= Searching for SQL servers...
Password
- Authentication
Restore Options (® Windows authentication
Rt (O SQL authentication
Login name:  AD\

Summary

Password:

| < Previous I Connect > I Finish

Step 29: Select all options for the restore (backup and replica catalog, session history, and both advanced options) and press "Restore":




g‘j Veeam Backup and Replication Configuration Restore X

Restore Options
Specify what configuration data you want to restore. Once you click Restore, the wizard will proceed with restoring the selected
== configuration data into the specified database.

Restore Mode Restore

[4] Backup and replica catalog
Restores information about available backup and replica restore points, including content and
location of all tapes which have been written.

Configuration Backup

Backup Contents [ Session history
Password Restores job sessions and restore operator activity history.
Target Database

Advanced

_ [ Enable required PowerShell execution policy for SCVMM

Rest [ Backup existing database before configuration restore (recommended)
estore

Creates native backup of the existing database using SQL Server's built-in backup capabilities.
Summary

< Previous Finish Cancel

Step 30: After the analysis completes, Veeam will give a warning about the user interface needing to be closed. Select "Yes" to continue:

Veeam Backup and Replication Configuration Restore

Veeam user interface is open:
1 instance of Veeam Backup and Replication Console

We need to close it and stop all running jobs. This may take a moment.
Continue?

Yes | No I

Step 31: Veeam will close the Ul and begin the configuration restore process:



y] Restore

Restore Mode

Configuration Backup
Backup Contents
Password

Target Database
Restore Options

Summary

g‘ﬂ Veeam Backup and Replication Configuration Restore

Please wait while configuration is being restored...

Message

() Enable PowerShell execution policy: yes

() Checking open database connections

() Analyzing configuration backup file

() Checking configuration backup file (100% done)

() Backing up database VeeamBackupRestore

(2 Searching for database VeeamBackupRestore backups

() Database backup name VeeamConfigurationRestore Full Database Backup
() Database backup location

() Created database backup VeeamBackup_VeeamBackupRestore_20181030_140559....

(V] Cleaning up database (100%)

() Deploying database (100% done)

® Restoring database

(%) Processing configuration VeeamBackupRestore at = 77"
() Analyzing database VeeamBackupRestore

() Decompressing configuration backup

(V] Connecting to database VeeamBackupRestore

() Starting configuration catalog restore (100% done)

(%) Reading configuration backup

Duration *

0:00:48
0:00:19

0:00:41
0:01:33
0:00:13
0:00:13

0:00:12

0:00:03
0:00:09 v

< Previous Start > Finish

Step 32: After the configuration has been restored to the database, the wizard will show the full task history and you can select "Next":

/] Restore
IE=

Restore Mode
Configuration Backup
Backup Contents
Password

Target Database
Restore Options
Credentials

Summary

g“:] Veeam Backup and Replication Configuration Restore

Please wait while configuration is being restored...

Message

() Decompressing configuration backup

() Connecting to database VeeamBackupRestore

() Starting configuration catalog restore (100% done)
() Reading configuration backup

(2 Configuration catalog processed (19933 items)

(2 Backups catalog processed (42197 items)

() Sessions catalog processed (425895 items)

() Tape catalog processed (1 items)

() Finalizing configuration catalog restore (100% done)
() Disabling all scheduled user jobs

() Saving database VeeamBackupRestore settings

() Locking database VeeamBackupRestore

() Analyzing restored configuration

(2 Enabling Microsoft PowerShell execution policy

() Microsoft PowerShell execution policy is already set to Remote Signed
(2 Restoring backup server certificate

(2 Saving configuration restore session

(2 Configuration restore completed successfully

Duration #
0:04:13

0:00:03
0:04:03
0:00:06
0:00:11
0:03:33

0:00:06

< Previous Next > Finish

Step 33: Select any credentials to be edited, or click "Start" to restore all credentials:




g‘] Veeam Backup and Replication Configuration Restore X

Credentials
m Please verify and update the restore credentials, if they have changed since the time when configuration backup was taken.

==
Restore Mode Account Type Description | Edit
Configuration Backup A R Standard —_——
?& Standard
Backup Contents ?& Standard
?§ Standard
Password ?’Q Standard
?§ Standard
Target Database ?& Standard
Restore Options R Standard
?& Standard
Restore Y Standard
?& Standard
| Credentiols Standrd
A Linux
S )
S R Standard
A Linux
?& Standard
?& Standard

< Previous ‘ Finish 4 Cancel

Step 34: Click "Finish" to complete the configuration restore wizard and launch the Veeam Backup & Replication user interface.

@ Veeam Backup and Replication Configuration Restore

Summary
m Review the configuration restore result, and click Finish to exit the wizard.
=] Remember to enable all jobs back once configuration data synchronization completes.

Restore Mode Summary:
Configuration restore is completed successfully

Configuration Backup

Source backup file: -~ - - -
Backup Contents : beo
Target database: VeeamBackupRestore
Password . : . . .
Note that all jobs are disabled after configuration restore. Do not enable them back until Veeam
Backup & Replication synchronizes the restored configuration data with the actual state of backups
Target Database and replicas on disk. You can monitor the synchronization progress using the Configuration Database
Resynchronize session under History tab of the management tree.
Restore Options
Restore
Credentials

M Launch the Backup & Replication user interface

Wait for configuration synchronization process to complete before enabling the jobs. You can
monitor the synchronization progress using the Configuration Database Resynchronize session
under History tab of the management tree.

< Previous Next > Cancel

Step 35: The Veeam Backup & Replication user interface will launch and you will see all components and jobs restored, with all jobs disabled. You will need to re-sync the Veeam servers & repositories before re-enabling
all jobs.
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